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Ethos and Values of the School 
 
 
 

 

 
 
 
 
 
 
 
 
 

 
Introduction 
We are committed to preserving the privacy of our children, parents/guardians and staff and 
to complying with the Data Protection Act 1998. To achieve this commitment the personal 
information that we hold is collected and used fairly, stored safely and not unlawfully 
disclosed to any other person. 
 
We comply with our duties under the Data Protection Act 1998.   
 
The first priority of this policy at all times is the avoidance of harm or distress to individuals. 
 
In order to operate efficiently, we have to collect and use information about children, 
parents/guardians and staff. This personal information is handled and dealt with properly, no 
matter how it is collected, recorded and used, and whether it is on paper, in computer records 
or recorded by any other means. 
 
 
The Principles of the Data Protection Act 
The Act stipulates that anyone processing personal data must comply with eight Principles of 
good practice. These Principles are legally enforceable. 
 
The Principles require that personal information: 
1. Shall be processed fairly and lawfully and in particular, shall not be processed unless 

specific 
 conditions are met. 
2. Shall be obtained only for one or more specified and lawful purposes and shall not be 

further  
 processed in any manner incompatible with that purpose or those purposes. 
3. Shall be adequate, relevant and not excessive in relation to the purpose or purposes for 

which it  
 is processed. 
4. Shall be accurate and where necessary, kept up to date. 
5. Shall not be kept for longer than is necessary for that purpose or those purposes. 

Vision 
To be recognised as outstanding in all that we do. 
 
Mission 
To empower and support individuals to be resilient and independent and 
to develop skills to reach their potential. 
Core Values 
We are a school defined by a commitment and ambition to be recognised 
and outstanding in all that we do. Our values are fundamental in ensuring 
that we achieve our vision and mission. 
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6. Shall be processed in accordance with the rights of data subjects under the Act. 
7. Shall be kept secure i.e. protected by an appropriate degree of security. 
8. Shall not be transferred to a country or territory outside the European Economic Area, 

unless that country or territory ensures an adequate level of data protection. 
 
The Act provides conditions for the processing of any personal data. It also makes a distinction 
between personal data and “sensitive” personal data. 
 
Personal data is defined as, data relating to a living individual who can be identified from: 

 that data; 

 that data and other information (including any images from which the individual can be 
identified) which is in the possession of, or is likely to come into the possession of the data 
controller and includes an expression of opinion about the individual and any indication 
of the intentions of the data controller, or any other person in respect of the individual. 

 
Sensitive personal data is defined as personal data consisting of information about: 

 racial or ethnic origin; 

 religious or other beliefs; 

 trade union membership; 

 physical or mental health or condition; 

 sexual life; 

 criminal proceedings or convictions. 
 
 
Rights to Access Personal Data 
The Data Protection Act allows individuals to place a Subject Access Request (SAR) to see the 
information held  about themselves in electronic and in paper records. 
 
There is also a separate right for parents to access their child’s education record - the 
Education (Pupil Information) (Wales) Regulations 2004. 
 
All requests for access to personal data must be made in writing to the Headteacher. 
 
 
Subject Access Requests (SAR) 
If an individual wants to exercise this subject access right, they should write to the 
Headteacher. The request must be accompanied by the appropriate fee which in most cases 
would be a maximum of £10.  
 
 
Applicants have the right to:  

 be supplied with the data held by the school;  

 change incorrect data; 

 prevent data being used about them if it will cause distress; 

 stop data being used in attempts to sell them something;  

 use the law to gain compensation.  
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Parental Rights to Access educational Records 
Although this policy is only concerned with the right of subject access under the Data 
Protection Act, it is important to understand what is meant by a pupil’s ‘educational record’. 
This is because there is an overlap with SARs and also because ‘educational record’ is 
relevant when ascertaining the fee we may charge for responding to a SAR. 
 
The statutory definition of ‘educational record’ differs between England and Wales, Scotland 
and Northern Ireland. Broadly speaking, however, the expression has a wide meaning and 
includes most information about current and past pupils that is processed by or on behalf of 
a school. However, information kept by a teacher solely for their own use does not form part 
of the educational record. It is likely that most of the personal information a school holds 
about a particular pupil will form part of the pupil’s educational record. However, it is possible 
that some of the information could fall outside the educational record, e.g. information about 
the pupil provided by the parent of another child is not part of the educational record. 
 
Unlike the distinct right of access to the educational record, the right to make a SAR is the 
pupil’s right.  
 
 
Information may legally be withheld if: 

 information that might cause serious harm to the physical or mental health of the pupil or 
another individual; 

 information that would reveal that the child is at risk of abuse, where disclosure of that 
information would not be in the child’s best interests; 

 information contained in adoption and parental order records;  

 certain information given to a court in proceedings concerning the child. 
  
 
Images 
Images are included in the scope of the Data Protection Act where they can be used to identify 
a living individual.  Increasingly, technology is making it easier for pictures and images (include 
photographs - both digital and film, as well as videos)  to be used inappropriately as printed 
material or on the web and so we have included a specific section in this policy about images.  
It is important that pictures and images of pupils taken, not only by the school, but also by 
parents/guardians, external agencies including press and other pupils, are done so in a way 
that reflects the protective ethos of the school. 
 
We recognise that staff will be required to take pictures of pupils for curriculum purposes 
ranging from Foundation Phase through to Year 6. The guidance outlined within this policy 
applies to curriculum (including assessment), extra curricular activities, publicity and 
celebrating achievement. 
Using children’s images can be motivating for the pupils involved, provide crucial evidence for 
assessment and provide a good opportunity to promote the work of the school. At Pen-y-Cwm 
School, we will aim to make full and proper use of images whilst complying with the law and 
preserving the safety of children. 
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We also recognise that parents and other family members will wish to take images of our 
pupils during open events e.g. Christmas concerts, class assemblies, sports days. Again, the 
school aims to preserve the safety of children. 
 
The taking of visual images during school activities is not prohibited by the Data Protection 
Act if these are taken for personal use and not uploaded onto the internet, including Social 
Media eg Facebook. 
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However, written and informed consent must be obtained from all parents/guardians of 
pupils whose images they intend to publish anywhere. These may include:- 

 Printed publications including external and internal publications e.g. school magazines, 
annual report, newsletters; 

 School notice boards; ie display boards in public areas of the school; 

 Media – including newspapers and TV. 
 

On our school website:  

 photos will not be captioned with the children’s names; 

 personal details of children such as e-mail address, home address and telephone number 
will not be revealed on the website; 

 no individual child must be identifiable or contacted by visitors to the school’s website; 

 general shots of classroom or group activities are preferable to close-up pictures of 
individual children. 

 
 

Permission from Parents/Guardians 
Parents/Guardians will be required to complete a personal information form which will 
include a permission slip for the use of images in school, in press releases and on the school 
website. The school clerk will compile a list of all pupils whose parents have not given full 
permission and this list will be distributed, displayed and referred to as required.  
 
 
Images taken by Visitors at School Events 
The Information Commissioner states: “The Data Protection Act is unlikely to apply in many 
cases where photographs are taken in school. Fear of breaching the provisions of the Act 
should not be wrongly used to stop people taking photographs or videos which provide many 
with much pleasure.” 
 
However, the school does have a duty to ensure, as far as reasonably possible, that such 
photos and videos are used for personal use only, “for the family album.” In particular, that 
they are not uploaded onto the web. At Pen-y-Cwm School, we will remind parents of this 
before events. Clearly, the school can only go so far in terms of setting out these conditions 
and does not have control over photographs taken by parents. 
 
The school recognises that some parents may have very good reasons to be concerned that 
their child may be filmed and those concerns may not relate to images being enhanced and 
exploited but rather they are a family fleeing violence and do not wish their whereabouts to 
be known. Additionally, there may be Child Protection issues to consider and the Headteacher 
will take advice on whether inclusion in a photograph/video might pose a risk to a child. The 
school will deal with such situations sensitively and discuss how best to resolve the situation. 
The aim would be to try and avoid the child being excluded from such activities but the welfare 
of that child and the rest of children need to be taken into account.  
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External Photographers 
We have a written contract with Colorfoto to take individual, family, class, team and whole 
school photos. Colorfoto in a reputable company which ensures that all its staff are DBS (aka 
CRB) checked. The contract also ensures that the images taken will only be made available to 
the parents of pupils and the school and that Colorfoto will employ safe and secure storage 
arrangements. 
 
The school may also use the services of a professional photographer to provide images, for 
example, for the school prospectus. The school will ensure that the photographer has a DBS 
check and that images are stored safely and securely. 
 
 
Use of Cameras by Members of Staff 
When taking photos of pupils, staff will endeavour to ensure that pupils are appropriately 
dressed. General shots of classroom/group activities are preferable to close up pictures of 
individual pupils but it is recognized that, particularly for assessment there may be a need to 
take more individual images. Staff will avoid recording images in one to one situations or to 
demonstrate inappropriate/undesirable behaviours. 
 
Staff will only use school cameras and school tablets. Personal mobile devices e.g. phones, 
personal tablets will not be used. The storage of images is of paramount importance. Images 
will not be downloaded onto personal computers or memory sticks. Storage devices such as 
school memory sticks, external hard drives and CDs must be stored safely and securely. 
 
Images may be printed, in school or externally, and stored appropriately. Discarded prints will 
be disposed of safely. 
 
Staff will refer to the permissions list before publishing photos of pupils on display boards or 
the school website. The guidelines mentioned previously will be adhered to. Images used for 
assessment purposes should be stored safely and securely. 
 
Information in relation to a student on admission to or registration in a school and for school 
record purposes may include a visual image of the student. This does not require parental 
consent. 
 
Incidents of inappropriate or intrusive photography should be reported to the Headteacher 
or Governing Body. 
 
 
Images taken by Pupils 
Pupils are not permitted to use personal mobile devices e.g. phones or tablets in school; they 
are stored by a member of staff when brought onto school premises. Pupils are also 
discouraged from bringing cameras to school. 
 
Pupils are permitted to take photos on some school visits and residential trips. The school will 
require parents and pupils to sign a permission slip agreeing that images taken will only be 
used for personal use and will not be uploaded onto the worldwide web. 
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Photographs in the Press 
Occasionally, a press photographer will take images of the pupils for publicity or information 
purposes. The school will endeavor to ensure that pupils whose parents have not given the 
relevant permission will not appear in such images. In addition, the school will not release full 
names of pupils to the press i.e. first name and surname. Wherever practicable, the school 
will inform parents that a press photographer will be present at a particular event. 
 
On occasions, the school may submit images taken in school to the press for similar purposes 
and the same guidelines will be followed. 
 
The use of photographs in newspapers is already subject to strict guidelines. Newspaper 
editors must adhere to the Press Complaints Commission Code of Practice. Several scenarios 
can occur such as team photographs and other photo opportunities.  
 
Where schools merely allow access to a local newspaper photographer, they are not included 
in the Data Protection Act unless they provide the personal details of the pupils in the 
photographs. If names are to be used the consent from the parents must be obtained. 
 
 
Information Handling 
Staff/governors handling personal information about staff or pupils must ensure that:  

 personal information is secure and only accessible by those authorised to see it; 

 they are mindful of the need not to disclose personal information about others when in 
discussions with parents; 

 personal information is not discussed in public places; 

 computers are locked when not attended; 

 all portable media e.g. laptops (including removable media) containing personal 
information is encrypted; 

 usernames and passwords for school systems are not shared with anyone else.  

 
 

This policy has been agreed by the Governing Body. 

 
This policy will be reviewed in consultation with the staff and Governors on an annual basis and 
in the light of updated legislation.  
 
 
Head Teacher ______________________________________ Date: October 2015 
 
 
Chair of Governors ________________________________  Date: October 2015
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